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Security attacks

Security attacks are malicious activities that aim to compromise the confidentiality,
integrity, or availability of information systems, networks, or data.

Active attacks:

Active attacks are a type of cybersecurity attack in which an attacker attempts to alter,
destroy, or disrupt the normal operation of a system or network. Active attacks involve
the attacker taking direct action against the target system or network, and can be more
dangerous than passive attacks,

Types of active attacks are as follows:

Masquerade is a type of cybersecurity attack in which an attacker pretends to be someone
else in order to gain access to systems or data. This can involve impersonating a legitimate
user or system to trick other users or systems into providing sensitive information or
granting access to restricted areas.

o Username and password masquerade: In a username and password masquerade
attack, an attacker uses stolen or forged credentials to log into a system or application
as a legitimate user.

o IP address masquerade: In an IP address masquerade attack, an attacker spoofs or
forges their IP address to make it appear as though they are accessing a system or
application from a trusted source.

It involves the passive capture of a message and its subsequent transmission to produce
an authorized effect. In this attack, the basic aim of the attacker is to save a copy of the
data originally present on that particular network and later on use this data for personal
uses. Once the data is corrupted or leaked it is insecure and unsafe for the users.

Denial of Service (DoS) is a type of cybersecurity attack that is designed to make a system
or network unavailable to its intended users by overwhelming it with traffic or requests. In
a DoS attack, an attacker floods a target system or network with traffic or requests in
order to consume its resources, such as bandwidth, CPU cycles, or memory, and prevent
legitimate users from accessing it.



Passive attacks:

A Passive attack attempts to learn or make use of information from the system but does
not affect system resources. Passive Attacks are in the nature of eavesdropping on or
monitoring transmission. The goal of the opponent is to obtain information that is being
transmitted. Passive attacks involve an attacker passively monitoring or collecting data
without altering or destroying it. Examples of passive attacks include eavesdropping,
where an attacker listens in on network traffic to collect sensitive information, and
sniffing, where an attacker captures and analyzes data packets to steal sensitive
information.

Types of Passive attacks are as follows

Telephonic conversation, an electronic mail message, or a transferred file may contain
sensitive or confidential information. We would like to prevent an opponent from learning

the contents of these transmissions.

Suppose that we had a way of masking (encryption) information, so that the attacker even
if captured the message could not extract any information from the message.
The opponent could determine the location and identity of communicating host and could
observe the frequency and length of messages being exchanged. This information might
be useful in guessing the nature of the communication that was taking place.



